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(54) ILLEGAL ACCESS PREVENTION METHOD AND SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To exclude an illegal packet by 
means of filtering utilizing an existing area of a packet without 
adding an area to a packet data form. 
SOLUTION: An IP header check section 1 1 of a gateway 1 
passes only a legal communication packet based on TT (Time 
To Live: in-network duration time) information and IP address 
information included in an IP header. A TTL filtering section 
21 of the IP header check section 1 1 passes only a 
communication packet having valid TTL information in the IP 
header. A validity check section 21a checks the validity under 
the condition that the value of the TTL at packet passing is 
within a range from a predetermined initial value in a group in 
advance to a (initial value-maximum passing gateway 
number). The filtering processing section 21b gives a 
communication packet whose TTL information does not 
satisfy a prescribed condition to a packet abort processing 
section 12. 
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mm<omm^y ttcasn**? r9-*i*»itt 

matt£«sdJ . fi &an^ a ^/^ ©aaHvccsrie* ? 10 
h 7 - *rt?^BSfflfim©£Sli*? * ? *f * cite 

it. ***v-»l*m&tt>xtt&n*w&il^ 

[S*Jg3] IP r^d r K 

•fc£?*tt*J)t 1 a^l*2fcB«©*E7 *-fe*|?Sih* 
& 

[S*«f4] mac {^^rrmwai) tku 
x^s^< 7 < y > $ z>tcmm i>ct 

fte$iK*? b7-*tc&£;*n, amx*-* r©sit 
■ttttatoiMt, *oati* ? 7- *rttcgr*E<.,fc 40 

*)i>?ti>7 4***)>y$m*mimu. mam© 
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t. *»»r4Ci*«li**^iE7>-bX|MlJti/A 
[B)#«7 ] M£* ^ h 7- MVlKlllIKi, * 

* $$ ft*R©a*aaiK a a a** i>*m& 

[|g*3S8 ] MB* 9 h 7- IP {<< 

>y«M ! P7KUA7 <ji/#y>y*ft«6tc* 

[18*^9 ] glia^ 7 h 7- MAC 

f4^^9 trta»B*3&t&«4*ft&?«MH6 
751 9<^)^ %©(,^n* 1 ««ce«K>^iE7 i?* ^ttih 

[0 00 ! ] 

» * ^iEr > * ^<^>teih(<: , ^ . iift 7'p h ^ «u 

4L"C TCP/IP {Transnnssicn Control Protocol 
/ Internet Protocol " SSMS^D h ^M//^ 

h7D J-3^> «rftfl9(/f t*4a®^ 9 r 7-^^> 

CO 00 2 3 

N < Local .Area Net»or*c: o-^^i'jr4 ? h 7- 

t>K *rMHA 0 xffiSKDxm lan m& $ *VCt!S 

$ttC^4 0 C ©J: 3 K7-^^A?*A*Cfe 
C^C. a«7 r oha/U4l/t:TCP/IP«:««brc* 

x^m^h^ cv&stt&tx. iffl«ft^7' 
rt t?ca«3»^ f* & * -? -c. fib<^> - V ^ ©n©aft 
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3 

4. 

[0 00 4] CCDJ^WBSKl*, i«LAN*t«lr 
4*-£fcJ:tfy-r**H'^lCfc<,^ '<»>?h4>M 
AC <fcfcdia Access Control: jlf 4 77 
7 K UASfctt I P { Internet Protocol : <f > * -* 

- h^p^^) rFux«Mio. mo 

h*ai!2tfai*J:9Kt,i: t H«Mjr ? h. PS 

Afc«fctffcttl*WihT4t £;**Tfc>*vCl*4. 10 
[0005] C©*^CC. ^try KC'MACT Kl/** 
fci* I PT FUX*aMlXihG>y*-7r0'<y ? h* 
US«ftC^9(c-f «Mtktt, MACT Fu*fcj:#) 
7 < -fc* 'J >y««MACT F U*7 * )l$ L» > yfc 
Mfcltl P7 FUAKlJ:97.f AjMj>jf*f?9 i P 

[0006] mact pi/x*feiti pt f 

L>*KJ:47 < k$ ij >y&, *<Dcfc$Kl/TtT*>n 
4. TOajMH^4MACrFUX*fcliI PT F 

L-*£, *-**4l*W:y-^*^fclWl/Cfc< 0 20 

ACTFu**fci*i P7 Kux&B«snrtr»«MA 

C7FUA*fcttl PTF4/A±«B£l,T, £EU4* 
AC7K i P7 KUA<D;<*~ |*<D*£jIi& 

£tf4 e c^stcor. ^JETfr-fe b<OMM 
^ - * *> 4l h x A K J: 9 ffiih $ n* . 
[0007] MACT KUWfc »<CD«^tt^«S 

(UT, stc r^*j <ttrr 4> tctt^tcss^^nr 

4#. MACB7Kux(Ci» t ^^■J-i'fcBft^ 30 
tr-p K*iljftStf*fc«>«)H«TKl/^»aT*fe 
tf>. WIMjr^ h±«WH»«£t>4. cnt»±r*fc 
«XC. MACB«fc0fe±fiMit?ab4*? h«?-^BOI 
P7 KUAT'7 < .'U*y>yT 4 i P7KUa7 < Jl>$ 

[0 00 8] l/*L/ft*6. iPTKbAit TCP/ 
j P^a h a^teffcRwtcotT'ibO. ttfifCttSfttcS 

•*«D I PT F UX-fc^EtttS^t/C iW-7T*HDLA 40 

[0 00 9] CtHCttl/C - l 702 794 

! P7FUX7 *Jl*y>y*«C*4Cift 

1*4. 

10010] ratoft, *W*7-1 702799&4I 
KWnfc^Utt, MACTFb*KJ:47 <.'U* 

y>y*fT^*jw>33liLAN*««r*«lE©ry ? 50 
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S^HttKttl/C. S»LAN0S>yjU-^»4«:«»T4 

4Mk*fttDls*:7y ? s>BB*«c»4 0 
[00 1 I ] C<D*y UfcLAN-tft* 
«cyjU-^M*Wei/. H-y*-^rtOLANB 

§*f£ttttiir4. H*"***'**"* h*ftirr44* 
tt^ij ? *>@BS#^TVCt,'fc7 < y >^mfir 
4>4MA CT K bxcc J: 47 -f 

h«W*DStifc^jU-^»4«Ccfc47^ 

[0 0 ! 2 ] Ttefc, »BW«5l^^$n41ffc<E) 
SHLAN«MM>yy 9yH»*ftUr«f/<^K:* 
^'T4^f L AiCfe^r. adWD^L^^BSKcH^K: 

xMLAN^^-7"«9«7»fiffLt:«< v «*3^ 
^B-yjU-^rt©*«>S»LAN's««'4^^? r 
tea. yiJ*t>HM*, B«5teW«T4^«LAN<)[)^ 

,«u-^»4*(i*m/r«»^xfc:as(iT4o 

C©«l/fc;^7 htC«UtTMAC7FU 

ri»4x«LANKiaMrr4. 

[0 0 1 3] CV&^iCtZCttC*:*}, LANcr-MA 

tec- y.'U - 7* oND&cifeo - 7<cftS t an u J: ^ 

4T4^y? h«CD*jET»-feA>ffr* h-$r, 
[0 0 14] 

[J6»WllSfcOJ:^4T4W]±i«L&J:^«:. 
¥7 - 1 7027 9§^»$n^^t^il 7-y 

? t>BK«c*» t tefflm lan tc« n-en y& - 7# 

^^O, B-yj^^ltoLANBi6aS)^«l»f 

4. h«HW44*tt7 r iJ ^ MB 

B#S*fr -C V >fc 7 ^ * y > y*ttt?A 4M ACT 
Fu^tcj:47 f.'^»J>^pm, SOttK:/<^ 
? h^(^$tlA:yjU--^S4tcJ:47v^^'J>y«: 

1 0 0 1 5 ] C«^¥7 - 1 7 0 2 7 94£*8<C->A 

^y 9 K fe^^iEtCtecr:. y 7 r ©«DR«lft® ^'U- 
7©ffi*^afiUJ:^4T4^^7 h^>TiE7^-bA 
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[ 0 0 16] LfrUtt1fi*>. <MW7 - 1 7 0 2 7 9^ 

u nccoy*-7mm:tmi>x:. 
»i/&yju*-^a*3E>WAt?T^7 y >y*p« 

[0 017] &C£*. LAN0X* «£U3 
4rc 4a 0 % > t$r ?V0>r- mi&W& < «** t\Xl> 10 

*aaooTWB'r*c tap-car, «ib^7 -1702 
[ 0 01a] c«»m*. ±aofc*wcc«***3n 

[00 19] 

[opa*«rar«fcft4>?jft] ±esn«it!ttr«fe 

ft. CVmVBlQm&KtobXtT fit Al»±1i& 
It. WROSM*? ^-^^^gfrCJ:0^^$n 

fe* ? h ?-£i%c 1 feLbccsaffl^-^As^rtant: 

* N»*na* ? h 9 - *ftmmm&v>tnim 30 
•c«**tttMWB4( / r. »*«agftT:*s. matt 

Niagfen y «u - flnrciwia; k>7 * ;i> 4? 
[ 0 020] hb* ?y 7 - 9iknnWRa. m* 

■®a*aaM*a*6tfta)^«£&<>K. g*is* 

[0 02 1 ] iNB7Xr*feAKhk#&t*. I 
P 7 F U Att*T* < 7 * * * »j > 5 6<C0fl!r * <* 

[0 02 2 3 MICTXr^AttJkfttti*, M 
AC7KUA(CS^<7i^4?y>^*Sft<C«flW* 50 
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[0023] MOTET **Ai*Jk#£l:fc WOTE>< 
[0024] C®^0fR^aSUM£ft4?E7 

£8(1*? F7-* S >A^A4C4H*C RE£M*? h 

ft, M^jKoaifilc, ttw< 

& . Tftas* Fstctg^ u *3» - 7 rt 
t,r. ffittttcRcr**? h' 1 ?- 

OK^*****r*KStt*****Bk 4$J:t>'& 

m 7<oft9im v<omm> < *■ ? h ^ * * »j > y 

f * jU * 'J > y«U^A*W U . maWftcD^K^ 
^17^-fe^tttJhr**^ * 

[ 0 0 2 5 ] mz* fntiMtttK^. urs 

[0026] m&*y »7-»MdfWt ! P7KU 
AK£-?<7 >^S?f5 i P7 K Ua7 < 

[0027] §912^ ? F 7 - M A CT K 

UX«C«^< 7iA*U> Wt^M ACT Kb ^7 ^ 

[0028] ma^ ^7- , y 

[0029] CWMOTET cfcCX^ 
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[0030] 

PMi'A^Aii tcp/ i P7d t-vti&m^tcmn lo 
«*. TCP/iP7*ah^jK?>! p^\^yrtoDei^<D 

x 9 L *«fflT^ C tic J: *J *jE^ ? * 

fl>7 <^^>J>^f^C^u:j:0. BS'f*-? h<D£ 

[0032] TCP/i P^oh^jWcj:*]!^*-? 

I P^7 ^Kl*, T T L (Tiweto Live : * ? fr- 7 
- ^Plt^^lS) m&»^£fcfc©T TLX >JT# 
W*64vO**, TTU*^<tlt, BB't*-*!^ « 2 0 

wftBi*. »*ttt**tun**^. «a«B#i# 

n. COTTL<?>e# b 0" t?*>*Bffl*><*-7 hfcfcffi 

b(OtOXtmSMo C©Jc^*TTL«MIW. *i£ 

JttTiCitHlJhTi^Ktt^^tit:^*, TCP 
/ 1 p-7'D h 3*tCfc^m T T LGftfcBtt ~2 5 

5 <#> - 1?**. HBKst, 3£^3^6sm«*s 

£♦ W»<>, CGJTTLCMfi*, JBeftAtitBCist: 

[ o o 3 3 ] c ©iwm*. mm ^-7i*rc, t 
■©«*l»tWEorte< # eeiteBB®ft*BJ:9 

<>. TTL<0WM&**<^O'tfc<o >*ir*YQ> 
7<*$iJ>^fcfcfe-vc&, hSbM8©TTL 
Og#T T L©WHB^6 (fttSli- g^diM^^g 
&> asTOBB-CJMiaSEJM*"* K ttaaft'Cbn 

[ 0 0 3 4 ] C ©J: 0 Wftffl^tC J: 0 . ^U-^i^wHS 
*<D I PT Kb^ttWO-c^iEcc^-^rtcttlccc so 
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[0 035] Bl-B3*MRor. JhttofcHEtc* 

[0036] Hi M\ C®^O^CHBB(Cft67jE 

[0037] BICC^T lit ipA.-^ 
lfcJ:0'^? h«£*!£tf i 2££@G 

[0038] i p^-?^*, *an iP^?y 

I P-N?^KS*n*TTL <Ti 
roe to Live : * -> \ ? - $M*HH#SB > «SfBfc£tf ! P 

S'fSfl'N fcJ:tf»B^6ft»^(3WKi^^? ***** 
*l/C, TXtttC^BA"*'? TjE 
Jf* ^ * 0>&££Hiit^£. v h 1 2 

[0039] I P^ ? y* x * »B 1 it*, TTL7v 
**tf>y«2 lfeJrO'I PT KU^^-r 
2 2*Wf ^ 

[0 04 0] TTL7-f*»iJ>y»2itt 1 
*??SS2 I a^J:CX7 <*^»J >y*a«2 1 b^W 
I/. IP^-^*(DTTL1fi»<0^tt***^^0 

[0 04 1 ] S^4**^^»2 l atit % a»^? * 
OiiaP#tc i y«c4*tf «T T L««^«CC^ 
♦BBOT^afcWMCB^T, TTLtg^C'S^te 
^fi^n, 7^Jljrij>jf«seW2 1 i&e 
y* - yCDAMBTOBiB^ < dr ^ KC « 1/ , j^tt ^ * 
^^Wla^^xj^liumcJt^^ TTL1Mb» 

Hi. Bfi^t^tt^BaU-CC^ftC^Bffl^^r^ **Mjr 

* hriBMMi2ic#it« 0 
[0 04 2] ±aofeJ:5(cy- ltcfetf&T 
TLKMItB^*:7-fiHriJ>yx , flt. S^i^*-7" 

«B** ^SB^4«S^as, Bittf*'- 
F^x^feJ:^*-^^, CDB*B*B«(/r*><. * 
l/C. cn&TTLOfimB^BABBttd«a!B«^ 
-h^*^ ?*&2 1 atc^«^HL/r 

fe<CiiCj:0. SSttf*? t$&2 Ulfc h 
BBROTTL^B^TTLOAnB^ (MM-ft 
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[0 04 3] I PT ^A*'J>y«2 2«, i 

[ 0 0 4 4 ] a 1 KftOfcy- i-5> * <a *jb<^c»« 
Ufa** h?-**'A^A£lia2K*To @2KfcC'1T 
\t. ti&ov < b$ y >^«6ftWT-S ^ x 4 i 

[0 04 5] H2CC5W** (^-^A^Atf. 

3. S2<^*4, *3®tt£5, Sl<Ox»LAN 
6. «2OSHILAN749<l:cm3C0%HLAN8«« 20 
itC^o Hl<E«*3fc<fctm2<D^4i*. ffUQ 
3^LAN6Kg£$4TCfc^ a3®fa£5t**34> 

x^LANa^^^nrc^o » insula Net 

£S«VC*9. ff(2^>x»LAN7^«3C[>x»LAN 
8 tt*»2 cr>y- H> * -M *C J: 0 IS&3nT<r»*. 
[0046] #\h*tm20>y-b**4 !fc<i:tf2 
ti. *n«en*2OS»LAN7t*30>S«LAN8 
iCB, *J:im 1 L A N 6 tmZVSMLA N 

[0047] auoy-hsw is. aitc^u^c 
^wk«^< ss/< *- ^ h<07 4 mum 

[0048] WZQ>Y~V+!*4\t. t&V>y-b<?* 

[0049] S2<DS*4^J:C) f SF3C«a*5^B--^ 40 

[0050] CWHr, S*4i«*54t?<i 
~5" tmw.UX^Zt>0>tr*>o £fc. fcfcS 

[005 1] y*-7WDWk3\t. *S*4 <t«*5 * 50 
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<j> ym*c9L o fc&fc t t l <ow w*^*>^ *> *h * 

fcfc. fi;S3m TTL®ftl8tt£ ~3 2^ LEGEi, 

tct><Dt?*>. mt*im*5ic.m^iry tzzmu 

fcje^ftfw^i't:, H3k5W?p-**- 

>/- h^W ICQ! P^?*'**?*^! !K4$l*& I 

[0 05 2] y-lOxJZtclti P7KUX©7^1 
^l»>y<O^tt^fei^«*4t«l3R50>i P7KU 

gHU, fl^TTLKiJ:49-/jU^iJ>yofc«e>«:, & 
3*4 5 tCC^r-KO &«>fc T T LOtM o 

[0 05 3] H*4*B-y*-^rt(«|i*5K: 

[0054] «*4l*, §^>i P7 KUX, -7* OS 
Cl7ClP7KU^, tc3g^4<Di P7 h'l/A*B«U, 
fl»(Dl P7FPX, ^SD5^6 <Sm*> !P7KU 
^!|#^ffi^5^>i P7 KUAiBffr&ttttC, 

[0 05 51 J8B8Afe^* if H*. ^F^W2t 

y- h V x A 2 I*. %m7t i p 7 K U 
n-Ci»*MHE4©TKU^ , C4)9 % S*iP7KbA3^ 
9Sdnr^«4BE5«[>7 KUAT**fc», iE^^ 
^(t^ E^^"^ ht^wri, y- h ^ ^ ^ 
2i*. 7c<DTTLHT'^4 

l/fc ^4^ tlSfcftTTLatbrTTLK-by hi, 
r. H/tir^ h«rx»LAN7tCSfiT4o 
[ 0 0 5 6 ] £«L A N 7 lC&m2t\tc>Vr 9 h $ 

[0057] I P^jjTWxj »VIMSnft& 1 i 

2^vx>/- h^^jggr^ (^f?7S 1 7> o 

SI If, M-^s^IS^^fciidtt, IP^^ 

2> . tt*^CD»«OR*<:1«aiU^c«dtc4>^^7 

[ 0 0 5 8]^^ ? 7"S 1 2 t?iE»C*^ feii&fCJ*, 
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? h £&g? COil^li, T T L<7>fii*. "4 " 
■C**G>T\ *??^S 1 3T?ttfE*£*l*3ti. IT 
L7 <Jk»U>9*2 ICDSStt** ?*»2 1 aXl 
T L4)ttG>££lttG>? * v < *r 7S 1 

4) ♦ 

[ o 059] sirtio* * 9 * i*, t t Lo&^mm 

[ 0 06 0 ] C<om&, fflXMal* -5' , <W*9fi- 
S**WS> £i* ^3'* < = 5-2> ^fo 
fc;<*? *'4^ XkZ>tc$>, 

ttSti*. A??7S>14XW&t*ZL$tli>t. iP 
TK^7 ***y >j>tti2KJ:0 I PrKuw* 
*?*&fr5 (^?7'S15) 0 *^?7'S 1 4t?* 

iEi#ft *nfc«dKtt. 7 7's 1 7 tM* 9 r & 

&^f&o 20 

[0 06 1 ] sfiofcam^*- v V coa^Tc I P 7 K U 
xttm»nr^r4ttK4«)l P7 Ki/XT'&O. SfcSfc 
j P7KUXtt^dtt?l>6tt*5®7 KU*-C*>6 

*5*<nK»lSft* (a^?7S1 6) o V-bO* 
4 jHtbfc^*-? hODTTLK - r 

[0062] «*4#x«LAN6JC*msnt: 30 
**4i4«t\ SS*^-^H^*33!«a*4^-? 

I0 06 3]«*3tfc £flJc ! P7 KUAKflsMO 
i P7Kl'A*»tU *Sfti PTKUAK*»*«* 
5©IPTKb*«J*U'C, il©^*? h&$£LA 

*©fc«K S*3ii, mg&mtUX ~3 2^ €TTL 40 
Kfe y Y OXmm^tr v h 

[0 06 4] Sff$nfcSl^^? K**W*^2 

Kgm$ft&, *w$*<f2i*, iptku*®?* 
<E5c i pr KisaA^ttsnri'&M^Mor kuat? 

U^t?**fc«). i PT )Fl'MtjEftX*>&t&Z?. 
*CX\ *W*W2«. h 32"^ k r^^ 
tXhtc "3 1" ^TTLK-fe ? hbC !£ilff^*-? 
h*2&LAN7K&irf* 0 SO 
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[0 06 5] XaLANTlCj^Stifc^frs, 

y?x?»mi lictH'X. H3tc^T7D-^+-h 

*Cffl->r ! P^*«D** vt&'ir'). 
[0066] IP^^^^ ^^P^i, X 

t AMISS 1 h£?3g|? *r? 

7S 1 it?, ^ViL&X'&vtcm&lt. XT? 

7'S 121?, IP^ 7 VWZ^fevMI&D 5Wi 
I*. n%£ffitibtcm&C& A?T>*$l7X'J<ir? 

[ 0 0 6 7] Af ; 7'S 1 I P^? ?0>4:<DikO> 

«W^jE*t?^->A:«^:«, ^^^^S13*C. IT 

7S 1 3<?>*^ ^^tCfe^C, t>Ui>TTLO>®& 

tl«)II^ fc ar t?*^fc^ A^^7S 1 3d*iE 

[0068] a^-^7S1 4<3[>satt«)* * i^^fe^ 
r. **C»^fc<fc^K»«iaortt ~5~ t?4>0. <SJ« 

•-*fcili»y-fr**^»> t?ab*iStt *3~ <=5 
^3 r t?«>«^ M^<L^$n. Af ^s 1 7 

[ 0 0 6 9] J: ^ ! P^ ^ 
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